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Briefing Outline

» High Level Overview of Complex Adaptive
Systems

- Examples of Argonne CAS Decision Support
Systems
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A Complex Adaptive System Consists of Agents
That Interact While Adapting to their Environment

Human immune system
Agents: antibodies

Ecosystems
Agents: species, individuals, hives, flocks

Economic markets

Agents: producers, distributors,
consumers

Electric utility markets

Agents: generators, transmission
companies, brokers, consumers




An Agent is a Software Representation
of a “Decision-making” Unit

» An Agent has:

/ — Set of decision rules
ata

— Ability to change or adapt
Process Data and decision rules over time

Determine Action

— Measures of performance
Poor applied to its decisions — by
A itself and by the environment

Compute
Measure of
Performance

Good
Performance

fuenceon | petarginal | | R — Internal models of the
Processes | Processes .
. pgont Modics environment and of other
N .2 lts Behavior agents’ decision processes

» Agent Interactions can lead

Agents/Environment to Self-organization and

Emergent Structure
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Argonne Is Applying Complex Adaptive Systems
(CAS) Simulation in Several Applications

Electricity Markets.: EMCAS is a Repast model that simulates
complex, realistic energy markets

Infrastructure Interdependencies: Interdependencies among
natural gas, electric power, telecommunications, and petroleum
networks

Counter-drug Interdiction: Develop and analyze blue and red
counter-drug strategies for countering drug trafficking

Adaptive Communication Networks: Tactical Sensor and
Ubiquitous Network Agent-Modeling Initiative (TSUNAMI), addresses
the Navy’s shift from platform-centric to network-centric warfare

Terrorism: NetBreaker for identification of hidden networks based on
partial information
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EMCAS is a Model of Decentralized Electricity
Markets

REGULATORY
LAYER

e The Electricity Market
Complex Adaptive Systems

(EMCAS) mOdeI is an agent- ISO/RTO/ITP ENERGY MARKET §Q
based electricity market orersrion i ANCLARY seRvcEs mr o

model written using Repast

e EMCAS agents take on the

roles of individual market BUSINESS

. LAYERS
participants
PHYSICAL
LAYER
ISO/RTOATP
DISPATCH
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EMCAS Generation Company Agent Decisions
are Based On Several Factors

EXAMPLE: GENERATION / LOOK AHEAD
COMPANY AGENT g ° Ownunit availability
- Prices

+ Weather
+ Load

- w
LOOK SIDEWAYS
+ Competing unit availability
+ Own cost structure
+ Market rules

~N—

( (DECISION OUTPU?

» Bid structure: caiaciti

* Bid prices for each
block and market
\ /

LOOK BACK (Short- and

Long-Term Memory)
» Bid accepted/rejected

* Unit utilization

 Unit profitability

» Market price vs bid price

* Weather & load

Time

of Energy
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EMCAS ISO/RTO Agents Match
Independent, Decentralized Buyers and Sellers

Generator/Generation ISO/RTO E Demand Agents
Company Agents :
:| Energy Market \ __S
9 9 9 9 v Energy i‘
. L4 -
D) D D * /Ancillary Services
..................... = AGC/Regulation
D N
. - [3ISpinning Reserve

{

{
.
;D

Y

Non-Spin Reserve

A

Replace Reserve

T4

Bilateral
Market
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EMCAS Agents Learn About Their Market
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EMCAS is Currently Being Used for the
lllinois Commerce Commission

EMCAS is being used to Investigate
the Dangers Posed by Possible
Transmission Constraints in lllinois
in 2007 and beyond

EMCAS Agents are being used to
Simulate Specific Market
Participants

EMCAS is being used to Determine
the Kinds and Magnitudes of
Threats Presented by Possible
Transmission Constraints




CASCADE-CD: Complex Adaptive System
Countermeasures Analysis Dynamic Environment

« CASCADE-CD is the Complex Adaptive System
Countermeasures Analysis Dynamic Environment for
Counter-Drug Applications *

* Program Sponsor: The Joint Staff/J-8

* Intended Roles:

- Aid drug analysts in deriving and justifying
force structures and operational planning
recommendations

- Serve as a “test bed” for the use of
Complex Adaptive Systems techniques in
“industrial strength” DoD applications, such
as developing new force structures
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Scope of the CASCADE-CD Development Effort

EXPLICITLY MODELED:

 "Transit Zone" (Eastern Pacific, Caribbean, Central America), with limited
representation of the "Source Zone" (e.g., Peru, Colombia, Ecuador).

» Cocaine trafficking (not other illicit drugs).

* "Primary movement” - the phase of a cocaine smuggling attempt in
which cocaine first leaves the Source Zone.

The entire interdiction chain: intelligence cueing, detection, sorting,
monitoring, interception, visual ID, tracking, and law enforcement

"endgame.”

Actual geography and attendant geographic and geopolitical
constraints. Drug trafficker “enterprise” activities embedded in
South American socioeconomic matrix

ADAPTIVE behaviors of both interdictor and drug trafficker agents
manifested at several scales and granularities
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Scope of the CASCADE-CD Development Effort:

Basic Problem Space

Pre-1995
Trafficking
Routes

= Air

Blue builds Force Structure
based on “local” success
—Assumes static red

— Optimizes for Air

N e
bt e

&
Routes 1995- [/
1998

=P Ground
—P  Air
=P River

“Frustrated” Red Adapts its Air,
Ground, &/or River Movement
— Low cost to make change

— Renders blue force structure
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CASCADE-CD: Scale and Scope of the
Dynamic Processes that are Modeled

STRATEGIC

PLANNING:

e Evolve Force Structure
e Evolve Doctrine
* Diplomatic Initiatives

N\ S

STRATEGIC

PLANNING:

e FEvolve Business Alliances
e Reorient Infrastructure

Evolve

Perception of
Smuggling volve Export

Traffic Pattern, \ Operations
Volume Stances

Evolve Evolve and
Operations Select Perception of Select Mission Profiles
Stances; Opsetratlons Interdiction Oplz):::i)c:tns
Evolve Tactics ance
Schedule Stance

Patrols

Operations Stance: Execute

Select,
Set of dimensionless parameters Patrol Schedule s;::;ze
defining an operations plan I?xp_ort «“Business
Missions Practices”

Operations Stance:

Set of dimensionless parameters
defining an operations plan
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CASCADE-CD:

Counter Drug Idiosyncrasies

* The CD Opponent is not
Monolithic: It is an “Ecology” of
Diverse Organizations

* The “Cocaine Trade”
Represented is the Emergent
Behavior of the Ensemble of
“Agents” working their own
Agendas.

» CD is Strongly Asymmetric
with Respect to C3:

— Blue tends to conduct theater CD
operations under centralized
control

— Red is communications averse

Notional Drug Trafficker Organization Ecology

Enterprise Enterprise Enterprise
Distributor Distributor Distributor

Importer

Enterprise
Distributor

;

Importer

Enterprlse
Importer

}

Processor

Enterprlse t
Importer Processor
Processor

Enterprise Enterprise
Grower Grower

Enterprise
Processor

/ }

Enterprlse

Enterprise

Grower

An unusually high degree of coordination
across diverse organizational boundaries (US
military, PNs, LEASs) is required for success.

Especially true in dealing with air tracks,
where timing is everything.
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CASCADE-CD: Interdictor and Drug Agent

Representation

— Blue
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o« Blue Genetic Algorithm
JIATF-E

~Chart Displays

[C1' Percent Apprehended (20-day means)
[[] Percent Tracked and ldentified (20-day means)

[C] Percent Monitored (20-day means)

[C] Percent Detected (20-day means)

| [T Number of Missions

I

+Grid Displays
[_| Organization Total Transport Cost (&ir)
[[] Percenved Air Acthvity
[_] Organization Total Transport Cost (Sea)

[[1 Perceived Sea Activity

 Forward: Tendency to favor forward patrol areas

« Spread: Tendency to cover perimeter vice
deploying in depth

« Attraction: Tendency to concentrate to cover most
recent activity

« Campaign: Tendency to concentrate in single
"campaign" area

« Optimism: Controls patrol length for coverage
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CASCADE-CD: Interdictor and Drug Agent
Representation - Red

: I 0] =
& — . =101 ye2 Display Items -1
Calombian Coke Smugglers rRed Organizations al Blue Organizations-
Opportunism ! [ 04 Colombian Coke Smugglers JIATF-E
| JIATF-wy

E

Hisk Aversion T

Punctuation

Meander

Clustering

[l Animate Vehicles

Use This Stance Nex\| | Add This Stance To GA |

. pisplay Selection _(o] ]

Byl 8
Colombian Colee Smugglers
rChart Displays

[_] Mean Profit (20-day means)
[_] Mean Percent of Shipments Delivered (20-day means)
[] Mean Risk Cost (20-day means)

[-] Cumulative Mean Profit (20-day means)

rGrid Displays

[_] Organization Risk Cost {Sea)

[_] Organization Risk Cost {(Air)

Red Genetic Algorithm

Opportunism: Tendency to weight projected
return ratio

Risk Aversion: Tendency to consider perceived
risk

Punctuation: Tendency to change vectors
frequently

Meander: Scales magnitude of path deviations

Clustering: Tendency to cluster missions
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CASCADE-CD: Agents can Dynamically Change
in Response to their Environment

* In CASCADE-CD, Drug Trafficker's may ”f’
Adaptively Vary their Route

Smuggler’s view of Pros and Cons
of highly elaborated routes:

CON: M{ok

My route is now longer, so: Since I'm changing vector so often,

* I’'m exposed to interdiction longer; interdictors may have more trouble
» Some attractive destinations are detecting / sorting / monitoring me,
now out of my range. so | ought to be safer.

« CASCADE-CD also Explicitly Models the Sensitivity of
Sensor Performance to Target Aspect / Radial Velocity
and Time Since a Target’'s Last Vector, so these
Dynamics can also be Captured
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Example of CASCADE-CD Results

CASCADE-CD animation view
with a drug trafficker organization’s

Animation hows a P-3 AEW

perceived air transport risk surface
maneuvering to monitor toggled on

a drug trafficker flight

GeoViewer view
zoomed in
on Panama/
Costa Rica

-:I " PREVIOUS

INTERDICTIONS

Cost shading indicates that
this drug trafficker
organization currently
believes total transport costs
over Costa Rica to be high,
due to its perception of
significant risk of interdiction
in that area
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Summary

Agent Technology Provides a Mechanism to Capture
how Entities can Dynamically Respond to their
Environments

Complex Adaptive Agent System Applications are Being
Used to Dynamically Model Environments in which the
Driving Forces can be Physics or Socially Driven

Argonne is Developing and Implementing Complex

Adaptive Agent System Simulations to Address a Variety
of Problems of National Importance
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For More Information, Contact:

Decision and Information Sciences Division, Argonne
National Laboratory

Advanced Simulation Technology Center
Dr. John R. Hummel, Director (630.252.7189), jhummel@anl.gov

Mr. John H. Christiansen, Deputy Director (630.252.3291),
jhc@anl.gov

Center for Complex Adaptive Systems Simulation
Dr. Charles M. Macal, Director (630.252.3767), macal@anl.gov
Mr. Michael North, Deputy Director (630.252.6234), north@anl.gov
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